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Higih-Assuraince Apploadiooss  (HA)

McLean'95

Applicaitinsswwiegee compelling evidence s requinced
thatitteessierarmelekivertsits servives in a manner tatt
satigffeecedetaiartiadiqubpespesiiasizash as:

saf@y,
secuniyy,
survivability,
fadltt delerarie



Higih-Assuraince Apploaitooss  (2)

Survinaibliity: abiltyyodf eysststertofolfilllifsl its mission
in a timedly manner even in e pesseweeddf (exttznad))
incidznts or atttakks

Fault tolerance: ability to avoid or mitigate failure even in
case of fault

Fault: (internal) cause of failure

Failure: deviation between actual & specified behavior



HA applicattooss: ppeblsermLicohlitienges

> WIWGsﬁmervéecﬂaﬁecasedwﬁdund
gpassieessddmypepogsitegpiare.....

6 Stamnttatnmdof dndhgisaissurance early, i.e. at
requirgn@rtscengineeringitime

8 Preserve iigih assuaire attepeey yrammisorida to
downstiezum anteéfeists (ardhiitethedesesiadaindmde)



HA applicattioss: ppoblsernskicohbtienges (2)

@ A postazivsirilelehtion o & fiksoftsef twinfecdefects
may endlessly generaitedsihkecefeftzts ...

U

8 Adoptaaaurattuatyéveapmanicivindrere
high assurance is granited by consitrudtion



HA applicattioss: ppoblsernskicohbtienges (3)

@ High assuramee reguiessimuwthssionagetelelafof
confiterse. ...

U

8 Stteompzrcoolificiere requiressmuee forawl elaboraitoom
& analysis (supportaztdyytdolsls)

8 Usabillfyy at neepuieemens Sagyiaesnmdhenecaeqeses
lighttwaiht teatii



Requirements @ngineerting for HA applicaitoonss:
probems & challenges

@® Requirements Engineernitg (RE) #
trearsbditi g rifefionaldepeqeimanenisonto + faraadinromkiz|

@ Requirements arenuiititéeneg/owoewetbto. ...

e eligittitem,

6 evaluate trieem,

& stheuttur&dldocumeninthem,
é analyze tam,

8 modiffytihkem



RE: e WIHHY \WHAATYWE @idienmengitns

A 4

requirements,
assumptions




RE: an iteraitieepproeess

altzrmitive propestys
A
domain analysis evaluation
& elicitation & negotiation
< >
consolidated! Start agreed
requieenTEnts requirenents
validation | specification
& verification v & documentation

documented reeyuicentenss



Requirements engiineeitivgisshadadd ...

@® Systam= soffiaaee + enviramment (possibly malidivs)
» Invalless 2 systams: atbem-as-is, system-io-be

@ Ranges fram higlb-strategic objectives

to detailed , technical requirements

E Requires evaluation of alternatives
@ Raises conflicting concerns

@ Requires anticipation of unexpected behaviors
(for requirements completeness, system robustness)



