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High-Assurance Applications   (HA)

Applications where compelling evidence is required 

that the system delivers its services in a manner that 

satisfies certain critical properties such as: 

safety, 

security, 

survivability,

fault tolerance 

McLean'95



High-Assurance Applications   (2)

Survivability :  ability of a system to fulfill its mission

in a timely manner even in the presence of (external)

incidents or attacks

Fault tolerance: ability to avoid or mitigate failure even in 

case of fault

Fault: (internal) cause of failure

Failure: deviation between actual & specified behavior



HA applications:  problems & challenges 

É The later software defects are found, 

the more expensive & dangerous they are ... 

ðStart caring for high assurance early , i.e. at 

requirements engineering time

ðPreserve high assurance at every transition to  

downstream artefacts  (architecture, test data, code)



HA applications:  problems & challenges  (2) 

É A posteriori detection & fix of software defects 

may endlessly generate other defects ...

ðAdopt a constructive approach where 

high assurance is granted by construction



HA applications:  problems & challenges  (3)

É High assurance requires much stronger level of 

confidence ...

ðStronger confidence requires more formal elaboration 

& analysis (supported by tools)

ðUsability at requirements engineering time requires 

lightweight techniques



Requirements engineering for HA applications: 

problems & challenges

É Requirements Engineering (RE)

translating informal requirements into formal model

É Requirements are not there, you need to ...

ðelicit them, 

ðevaluate them,

ðstructure & document them, 

ðanalyze them,

ðmodify them



RE:  the WHY, WHAT, WHO dimensions  

goalsWHY?

WHAT?

WHO?

operationalization

responsibility
assignment

requirements,

assumptions

domain
knowledge



RE: an iterative process

start
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Requirements engineering is hard ...

É System =  software + environment (possibly malicious)

É Involves 2 systems:  system -as-is, system -to -be

É Ranges from high-level, strategic objectives

to detailed , technical requirements

É Requires evaluation of alternatives

É Raises conflicting concerns

É Requires anticipation of unexpected behaviors 

(for requirements completeness, system robustness)


