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Letôs introduce myselfé

Filip Demaertelaere
>>>>> Head of Service Data Encryption Peripheral (DEP) <<<<<

Head of End-to-End Security

T&P/ENG/DEP - T&P/ENG/ES - Atos Worldline SA/NV

filip.demaertelaere@atosorigin.com

Phone: +32 (0)2 727 61 67

GSM: +32 (0)495 59 69 05

Fax: + 32 (0)2 727 62 50

DEP Hotline: dep.hotline-atosworldline@atosorigin.com

Atos Worldline is an Atos Origin company: www.atosworldline.be

Haachtsesteenweg 1442 Chaussée de Haecht- 1130 Brussels Belgium
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Agenda (1)

ü Cryptography: a short history

ü HSM

ü Definition

üWhy?

ü Form factors

ü Application areas

ü Typical configuration

ü Tamper security

ü Logical security

ü Cryptography

ü Random generators
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Agenda (2)

ü HSM

ü Performance ideas

ü Key management

ü Standard interfaces/APIs

ü Standards/certifications

ü FIPS 140-2

ü Common Criteria

ü PCI HSM

ü Manufacturers

üQ&A
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Cryptography - Short History (1)

ü Classical Cryptography

ü 3300 BC, Sumer: first writing system: Cuneiform script

ü 1600 BC, Irak: the oldest cryptographical 

«document» ever found, a jar!
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Cryptography - Short History (2)

ü Classical Cryptography

ü 1000 BC, Greece: transposition ciphers (change order of 

characters) with the scytale (Plutarqueôstick)

ü 600 BC, Hebrew: substitution ciphers (change characters)

W R I O R F E O E 

E E S V E L A N J

A D C E D E T C X 

WE ARE DISCOVERED FLEE AT ONCE 

VA ZOA RFPBLUAOAR SIAA ZQ LKBA 

ABCDEFGHIJKLMNOPQRSTUVWXYZ

ZEBRASCDFGHIJKLMNOPQTUVWXY

WE ARE DISCOVERED FLEE AT ONCE 
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Cryptography - Short History (3)

ü Classical Cryptography

ü100 BC, Caesarôs ciphers

ü Medieval, Substitution with multiple substitution

alphabets

YG CTG FHUEQXGTF HNGG CV QPEG

WE ARE DISCOVERED FLEE AT ONCE 

WEAREDISCOVEREDFLEEATONCE 

LEMONLEMONLEMONLEMONLEMON 

HIMFROé 

http://en.wikipedia.org/wiki/Image:Vigenere-square.png
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Cryptography - Short History (4)

ü Enigma Cipher Machine, 1920, Arthur Scherbius (World War II): 

Polyalphabetic substitution (continually changing substitution alphabet)

http://upload.wikimedia.org/wikipedia/commons/1/10/Nsa-enigma.jpg
http://en.wikipedia.org/wiki/Image:Enigma-plugboard.jpg
http://upload.wikimedia.org/wikipedia/commons/8/82/Kenngruppenheft.jpg
http://en.wikipedia.org/wiki/Image:Enigma-rotor-stack.jpg
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Cryptography and HSMs

üWhat have we learned?

üSo we need something to protect these keysé

Cryptography uses SECRET keys

A Hardware Security Module

http://upload.wikimedia.org/wikipedia/commons/1/10/Nsa-enigma.jpg
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HSM ïDefinition (1)

ü HSM

ü Hardware Security Module

ü Host Security Module

ü Definition

ü Black box combination hardware and software/firmware

ü Attached (or inside) a PC or server

ü Provides cryptographic functions

ü Physical/logical tamper protection (security)

ü (Increased performance)
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HSM ïDefinition (2)

ü Purpose

ü (1) Secure generation (and entry)

ü (2) Secure storage (and backup)

ü (3) Secure use (i.e. cryptographic algorithms)

ü Of cryptographic and sensitive data material

ü Note: HSM never allows plaintext key export!

üOther names

ü PCSM ïPersonal Computer Security Module

ü SAM ïSecure Application Module

ü SCD ïSecure Cryptographic Device

ü SSCD ïSecure Signature Creation Device

üHardware Cryptographic Device, Cryptographic Moduleé
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HSM ïWhy?

SECURITY

SECURITY

SECURITY

SECURITY

SECURITY

PERFORMANCE

PERFORMANCE

PERFORMANCE


