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Outline

Å1. Cryptology: concepts and algorithms

Å2. Cryptology: protocols

Å3. Public-Key Infrastructure principles

Å4. Networkingprotocols

Å5. New developments in cryptology

Å6. How to use cryptography well

Å7. Hash functions
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Outline

ÅBlock ciphers/stream ciphers/MAC algorithms

ÅModes of operation

ÅThe hash function disaster

ÅHow to encrypt using RSA

ÅAlgorithm: secure design and implementation

ÅObfuscation

ÅSPAM fighting
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Block ciphers: Keeloq
ÅMicrochip Inc algorithm, designed in the 1980s

ÅAllegedly used in large % of the cars for car locks, 
car alarms

ÅBlock cipher with 32-bit blocks, 64-bit keys and 
528 simple rounds

ÅLeaked on the internet early 2007
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Block ciphers: Keeloq (2)

[Bogdanov07]Car key = Master key + Car ID

[Biham-Dunkelman-Indesteeghe-Keller-Preneel07]: 

ï1 hour access to token + 2 days of calculation 

[Eisenbarth-Kasper-Moradi-Paar-Salmasizadeh-Manzuri 
ShalmaniPaar 08]

ïSide channel attack allows to recover master key in 
hopping mode

in 2010 cryptographers will drive expensive cars
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Stream ciphers

Åhistorically very important (compact)

ïLFSR-based: A5/1, A5/2,  E0 ïpractical attacks 

known

ïsoftware-oriented: RC4 ïserious weaknesses

ïblock cipher in CTR or OFB (slower)

Åtoday: 

ïmany broken schemes

ïexception: SNOW2.0, MUGI

ïlack of standards and open solutions
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Open competition for stream ciphers 
http://www.ecrypt.eu.org

Årun by ECRYPT

ïhigh performance in software(32/64-bit): 128-bit key

ïlow-gate count hardware(< 1000 gates): 80-bit key

ïvariants: authenticated encryption

ÅApril 2005: 33 submissions

Åmany broken in first year

ÅApril 2008: end of competition
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The eSTREAM Portfolio
Apr. 2008 (Rev1Sept. 2008)

Software Hardware

HC-128 F-FCSR-H

Rabbit Grain v1

Salsa20/12 MICKEY v2

Sosemanuk Trivium

(in alphabetical order)

3-10 cycles per byte 1500..3000 gates
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Performance reference data 
(Pentium M 1.70GHz Model 6/9/5)
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Cube attack [Dinur-Shamirô08]

ÅExploits low degree equations in stream cipher

ÅCan break certain ciphers which could not be broken 
before

ÅéMedia hype

ÅTrivium: 
ïkey setup can be broken if number of rounds is reduced from 1024 

to 735

ïattack can probably be further improved

ïsolution: increase number of rounds to 2048
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MAC algorithms

ÅEMAC based on AES

ÅHMAC based on MD5/SHA-1

ÅGMAC 

ÅUMAC

ÅNIST: 2 new standards for authenticated 
encryption

ïCCM: CTR  + CBC-MAC  [NIST SP 800-38C]

ïGCM: CTR + GMAC [NIST SP 800-38C]
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HMAC based on MDx, SHA

f1

f2

xK 2

K 1

Rounds in f1 Rounds in f2 Data complexity

MD4 48 48 288 CP & 295 time 

MD5 64 33 of 64 2126 CP

MD5 64 64 251 CP & 2100 time (RK)

SHA(-0) 80 80 2109 CP

SHA-1 80 43 of 80 2154.9CP

ÅWidely used in SSL/TLS/IPsec 

ÅAttacks not yet dramatic

ÅNMAC weaker than HMAC
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GMAC: polynomial MAC (NIST 

SP 800-38D ó07 + 3GSM)

Åkeys K1, K2ÍGF(2128)

Åinput x: x1, x2, . . . , xt, with xiÍGF(2128)

Åg(x) = K1+ Ɇi=1
t xiÅ (K2)

i

Åin practice: compute K1 = AESK(n)  (CTR mode)

Åproperties:

ï fast in software and hardware (support from Intel)

ï not very robust w.r.t. nonce reuse, truncation, MAC 

verifications, due to reuse of K2  (not in 3GSM!)

ï versions over GF(p) (e.g. Poly1305-AES) seem more robust
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UMAC RFC 4418 (2006)

Åkey K, k1, k2 .., k256ÍGF(232)  (1024 bytes)

Åinput x: x1, x2, . . . , x256, with xiÍGF(232)

Å g(x) = prfK(h(x))

Å h(x) = (Ɇi=1

512
(x2i-1 + k2i-1) mod 232  . (x2i + k2i) mod 232 )mod 

264

Åproperties

ïsoftware performance: 1-2 cycles/byte

ïforgery probability: 1/230 (provable lower bound)

ï[Handschuh-Preneel08]  full key recoverywith 240

verification queries
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How to use cryptographic algorithms

ÅModes of operation

ÅPadding and error messages

ÅAuthenticated encryption

ÅHow to encrypt with RSA
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How NOT to use a block cipher: 

ECB mode

block 

cipher

P1

C1

block 

cipher

P2

C2

block 

cipher

P3

C3
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An example plaintext
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Encrypted with substitution and transposition cipher
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Encrypted with AES in ECB and CBC mode
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How to use a block cipher: CBC mode 

AES

IV

P1

C1

AES AES

P2 P3

C2 C3
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CBC mode decryption

AES-1

IV

P1

C1

P2 P3

C2 C3

AES-1 AES-1
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What if IV is constant? 

AES

IV

P1

C1

AES AES

P2ô P3ô

C2ô C3ô

Repetition in P results in repetition in C: Ý

information leakage need random and secret IV  
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CBC with incomplete plaintext  (1)

AES

IV

P1

C1

AES AES

P2 P3|| 0000..0

C2 C3

1 byte
Plaintext length 

in bytes
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CBC with incomplete plaintext  (2)

AES-1

IV

P1

C1

P2 P3|| 1000..0

C2 C3

AES-1 AES-1

+ 1100110011||0000é.000

+ 1100110011||0000é.000

Plaintext length in 

bytes
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CBC with incomplete plaintext  (3)

ÅIf the first 10 bits of P3 are equal to 1100110011 
then after the modification P3ô will be equal to 0

ÅThe decryption will then produce an error message 
because the plaintext length field is incorrect

ÅConclusion: information on 1 byte of P3 can be 
obtained using on average 128 chosen ciphertexts

ÅProtection: random padding or authenticated 
encryption

P1 P2 P3|| 1000..0

+ 1100110011||0000é.000

Plaintext length in 

bytes
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Modes of Operation

ÅCTR mode allows for pipelining

ïBetter area/speed trade-off

Åauthentication: E-MAC and CMAC

ïE-MAC is CBC-MAC with extra encryption in last 
block

ïNIST prefers CMAC (was OMAC)

Åauthenticated encryption:

ïmost applications need this primitive (ssh, TLS, 
IPsec, é)

ïfor security against chosen ciphertext this is essential

ïNIST solution: GCM (very fast but lacks robustness)
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Authenticated encryption

Inefficient solution: encrypt then MAC

We can do better

ÅIAPM

ÅXECB

ÅOCB

ÅCCM

ÅEAX

ÅCWC

ÅGCM 

Issues:
Åassociated data

Åparallelizable

Åon-line

Åpatent-free

Åprovable security
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Example: CCM: CTR + CBC-MAC

E

SN || 0 || Length

CBC IV

E E E E E

E

T
1

T
2

P
1

P
2

P
n

... ...

Cleartext data

covered by MAC
Plaintext

Truncate

C
1

Ciphertext

SN || 1

E

C
2

SN || 2

E

C
n

...

SN || n

E

C
n+1

SN || n+1

SN = packet sequence number (WEP "IV")

CBC-MAC

Counter

Mode

CBC-MAC

"result"
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Hash functions

Åcollision resistance

Åpreimage resistance

Å2nd preimage 

resistance

This is an input to a crypto-

graphic hash function.  The input 

is a very long string, that is 

reduced by the hash function to a 

string of fixed length.  There are 

additional security conditions: it 

should be very hard to find an 

input hashing to a given value (a 

preimage) or to find two colliding 

inputs (a collision). 

1A3FD4128A198FB3CA345932

ÅMDC (manipulation detection 

code)

ÅProtect short hash value rather 

than long text

h
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MDx-type hash function history

MD5

SHA

SHA-1

SHA-256

SHA-512

HAVAL

Ext. MD4

RIPEMD

RIPEMD-160

MD4 90

91

92

93

94

95

02
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MD5

ÅAdvice (RIPE since ó92, RSA 
since ó96): stop using MD5

ÅLargely ignored by industry 
(click on a cert...)

ÅCollisions for MD5 are within 
range of a brute force attack 
anyway (264)

Å[Wang+ô04] collision in 15 
minutes

ÅToday: collisions in seconds
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SHA-1

ÅSHA designed by NIST (NSA) in ó93 

Åredesign after 2 years (ô95) to SHA-1

ÅCollisions found for SHA-0 in 251[Joux+ô04]

ÅReduced to 239[Wang+ô05] and 232[Rechberger+ô07] 

ÅCollisions for SHA-1 in 263[Wang+ô05]

ÅStructuredcollisions for SHA-1 found for 64 out of 
80 rounds [De Cannière-Rechbergerô06]

ÅCollisions for 70 out of 80 rounds of SHA-1 and for 
SHA-1 in 260 [Rechberger+07]

Prediction: collision for SHA-1 in the next 12 months
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