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Outline

Å 1. Cryptology: concepts and algorithms

ï symmetric algorithms for confidentiality

ï symmetric algorithms for data authentication

ï public-key cryptology

Å 2. Cryptology: protocols

ï identification/entity authentication

ï key establishment

Å 3. Public-Key Infrastructure principles

Å 4. Networking protocols

ï email, web, IPsec, SSL/TLS

Å 5. New developments in cryptology

Å 6. How to use cryptography well

Å 7. Hash functions



Definitions (ctd)

confidentiality

authentication

data entities

encryption

data authentication

anonymity

identification

Non-repudiation of origin, receipt

Notarisation and Timestamping

Contract signing

Authorisation

Confidentiality

Integrity

Availability

Donôt use the 

word 

authentication 

without defining 

it

E-voting, e-auction,é



Cryptology: basic principles
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Identification

Åthe problem

Åpasswords

Åchallenge response with symmetric key and MAC 

(symmetric tokens)

Åchallenge response with public key (signatures, ZK)

Åbiometry

Åsymmetric key establishment and Kerberos

Åpublic key establishment



Entity authentication

BobEve

Hello, 

I am Alice



Entity authentication

Hello Bob, I am Alice

Why should I 

believe her?



Identification is based on one or more 

of the following elements:

Åwhat someone knows

ïpassword, PIN

Åwhat someone has

ïmagstripe card, smart card

Åwhat someone is (biometrics)

ïfingerprint, retina, hand shape,... 

Åhowsomeone does something

ïmanual signature, typing pattern

Åwheresomeone is

ïdialback, location based services (GSM, secure GPS)

ert5^r$#89Oy



Identification with passwords

Hello Bob, I am Alice. 

My password P is 

Xur%9pLr

OK!

BUT

ÅEve can guess the password

ÅEve can listen to the channel and learn Aliceôs password

ÅBob needs to know Aliceôs secret

ÅBob needs to store Aliceôs secret in a secure way

Alice Xur%9pLr



Improved identification with passwords

Hello Bob, I am Alice. 

My password P is  

Xur%9pLr

OK!

Bob stores f(P) rather than Aliceôs secret P

Åit is difficult to deduce P from f(P)

P

One-way 
function f

f(P)

Alice f(Xur%9pLr)



Password entropy: effective key length
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Problem: passwords from dictionaries



Improved+ identification with passwords

Hello Bob, I am Alice. 

My password P is  

Xur%9pLr

OK!

Bob stores f(P,S) || S rather than Aliceôs secret P

it is harder to attack the passwords of all users 

simultaneously

f(Xur%9pLr||987&*)|| 987&*)

P

One-way 
function f

f(P||S)

S

give every user at registration 

a random publicly known 

value S (salt) Alice



Example: UNIX

ÅFunction f() = DES applied 25 times to the 

all zero plaintext with as key the password P

(8 7-bit characters)

ÅSalt: 12-bit modification to DES

Åetc/passwd public

ÅPC: 2 million passwords/second

ÅBut time-memory tradeoffé

ïPrecomputation per salt 25 . 256

ïStorage per salt: 2 Terabyte

ïFind one key in time 25.238

DES
P

DES
P

DES
P

DES
P

000...000

f(P)



Problem: human memory is limited

ÅSolution: store key K on 

magstripe, USB key, hard 

disk

ÅStops guessing attacks

But this does not solve the other problems related to 

passwords

And now you identify the card, not the useré.



Improvement: Static Data Authentication

ÅReplace K by a signature of a third party CA 
(Certification Authority) on Aliceôs name: 
SigSKCA (Alice) = special certificate

ÅAdvantage: can be verified using a public 

string PKCA

ÅAdvantage: can only be generated by CA

ÅDisadvantage: signature = 40..128 bytes

ÅDisadvantage: can still be copied/intercepted



ñCertificateò for static data authentication

DN: cn=Jan Peeters,

o=KBC, c=BE

Serial #: 8391037

Start: 3/12/08 1:00

End: 4/12/09 12:01

CRL: cn=RVC, 

o=EMV, c=BE

CA DN: o=EMV, c=BE

Unique name owner

Unique serial number

Validity period

Revocation information

Name of issuing CA

CAôs Digital signature 

on the data in the

certificate



Entity authentication with symmetric token

random number r

MACK(r)

Challenge response protocol

ÅEavesdropping no longer effective

ÅBob still needs secret key K

K K

or



Entity authentication with symmetric token

MACK(time)

With implicit challenge from clock

ÅEavesdropping no longer effective

ÅBob still needs secret key K 

Åresynchronization mechanism needed

K
K



Lamportôs one-time passwords

Xt-1

iterated one-way function

ÅDisadvantage: only works with one Bob

x0

f
x0 f

x1 f
x2 f

xt-1x3
xt

xt

Xt-2

Xt-3



Entity authentication with public key token

ÅEavesdropping no longer effective

ÅBob no longer needs a secret ïonly PKA

random number r

SigSKA (r)

Challenge response protocol

SKA

PKA



Entity authentication with ZK

Commitment c

Response(SKA, e, c)

Zero knowledge

ÅMathematical proof that Bob only learns that he is 

talking to Alice (1 bit of information)

ÅBob cannot use this information to convince a third 

party that he is/was talking to Alice

SKA

PKA

Challenge e



Mutual authentication
ÅMany applications need entity authentication 

in two directions

Å!! This is not complete the same as 2 parallel 

unilateral protocols for entity authentication

2 stage authentication

ÅLocal: user to device

ÅDevice to rest of the world



Biometry

ÅBased on our unique features

ÅIdentification or verification

ïIs this Alice?

ïCheck against watchlist

ïHas this person ever registered in the system?



Some unique features

face

ear

voice

Hand geometry

Signature dynamics

iris

retina

finger

Key board dynamics

odor

DNA 

skin 

é



Biometric procedures

ÅRegistration

ÅTemplate extraction

ÅMeasurement

ÅProcessing

ÅTemplate matching

ÅLink with applications



Robustness/performance

ÅPerformance evaluation

ïFalse Acceptance Ratio or False Match Rate

ïFalse Rejection Ratio or False Non-Match Rate

ÅApplication dependent



Robustness/performance (2)



Fingerprint

ÅUsed for PC/laptop access

ÅWidely available

ÅReliable and inexpensive

ÅSimple interface

minutiae



Fingerprint (2)

ÅSmall sensor

ÅSmall template (100 bytes)

ÅCommercially available 

ïOptical/thermical/capacitive

ïLiveness detection

ÅProblems for some ethnic groups and some 

professions

ÅConnotation with crime



Fingerprint (3): gummy fingers



Hand geometry

ÅFlexible performance tuning

ÅMostly 3D geometry

ÅExample: 1996 Olympics



Voice recognition

ÅSpeech processing technology well 
developed

ÅCan be used at a distance

ÅCan use microphone of our gsm

ÅBut tools to spoof exist as well

ÅTypical applications: complement PIN for 
mobile or domotica



Iris Scan 

ÅNo contact and fast

ÅConventional CCD camera

Å200 parameters

ÅTemplate: 512 bytes

ÅAll etnic groups

ÅReveals health status



Retina scan

ÅStable and unique pattern of blood vessels

ÅInvasive

ÅHigh security



Manual signature 

ÅMeasure distance, speed, accelerations, pressure

ÅFamiliar

ÅEasy to use

ÅTemplate needs continuous update

ÅTechnology not fully mature



Facial recognition

ÅUser friendly

ÅNo cooperation needed

ÅReliability limited 

ÅRobustness issues

ïLighting conditions

ïGlasses/hair/beard/...



Comparison

Feature Uniqueness Permanent Performance Acceptability Spoofing

Facial Low Average Low High Low

Fingerprint High High High Average High

Hand 

geometry

Average Average Average Average Average

Iris High High High Low High

Retina High Average High Low High

Signature Low Low Low High Low

Voice Low Low Low High Low



Biometry: pros and cons

ÅReal person

ÅUser friendly

ÅCannot be forwarded

ÅLittle effort for user

ÅSecure implementation: 
derive key in a secure way 
from the biometric

ÅPrivacy (medical)

ÅIntrusive?

ÅCannot be replaced

ÅRisk for physical attacks

ÅHygiene

ÅDoes not work everyone, e.g.,  
people with disabilities

ÅReliability

ÅNo cryptographic key



Location-based authentication

ÅDial-back: can be defeated using fake dial 
tone

ÅIP addresses and MAC addresses can be 
spoofed

ÅMobile/wireless communications: operator 
knows access point, but how to convince 
others?

ÅTrusted GPS?



Limitations of entity authentication

ÅEstablish who someone is

ÅEstablish that this person is active

ÅBut what about keeping authenticity alive?

random number r

SigSKA (r)

SKA

PKA

Rest of 

communication

OK!secure 

setup



The maffia fraud 
ïor the grandmaster chess problem



Solution

ÅAuthenticatedkey agreement

ÅRun a mutual entity authentication protocol

ÅEstablish a key

ÅEncrypt and authenticate all information 

exchanged using this key



Key establishment

ÅThe problem

ÅHow to establish secret keys using secret keys?

ÅHow to establish secret keys using public 

keys?

ïDiffie-Hellman and STS

ÅHow to distribute public keys? (PKI)



Key establishment: the problem

ÅCryptology makes it easier to secure 

information, by replacing the security of 

information by the security of keys

ÅThe main problem is how to establish these 

keys

ï95% of the difficulty

ïintegrate with application

ïif possible transparent to end users



GSM (1)

random numberr

MACK(r)

k

r

K A8 K A8

k

r

Challenge response protocol

derivation of session 

key k for this call

encrypt all data with k


