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A Block ciphers/stream ciphers/MAC algorithrr

A Modes of operation and authenticated
encryption

A How to encrypt using RSA

A Algorithm: secure design and implementatio
A Obfuscation

A SPAM fighting




Block ciphers: Keeloq

A Microchip Inc algorithm, designed in the 1980s

A Allegedly used in large % of the cars for car log

car alarms

A Block cipher with 32bit blocks, 64bit keys and
528 simple rounds

A Leaked on the internet early 2007

ks,



Block ciphers: Keeloq (2)

[Bogdanov07]Car key = Master key + Car ID

[Biham-Dunkelmanlndesteegh&eller-Preneel07]:
I 1 hour access to token + 2 days of calculation

|[EisenbarthKasperMoradiPaarSalmasizadeiManzuri
ShalmaniPaar 08]

I Side channel attack allows to recover master key in
hopping mode

In 2010 cryptographers will drive expensive cars
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3-DES: NIST Spec. Pub. 868y

(May 2004)

A Single DES abandoned
A two-key triple DES: until 2009 (80 bit security)
A threekey triple DES: until 2030 (100 bit security)

Clear 1 % C&
DES
text @&

t 1 t




AES (2001)

% MixColumns|MixColumns|MixColumns|MixColumns
O
)
é round A Block length: 128 bits
> »@ A Key length: 128192-256
X : bits
round A $ 10M machine that cracks a DES
=>(D key in 1 second would take 149 trillion

years to crack a 128-bit key




AES variants (2001)

A AES-128
A 10 rounds
A sensitive
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A AES-192
A 12 rounds
A classified
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A AES-256
A 14 rounds

A secret and top
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Light weight key schedule, in particular for the A&i6version




AES implementations:
efficient/compact

A NIST validation list; 1187 implementations (2008: 879

http://csrc.nist.gov/groups/STM/cavp/documents/aes/aesval.html

A HW: 43 Gbit/s in 130 nm CMOS 6 0 5 ]
A Intel: new AES instruction: 0.75 cycles/byté-6 2 0 ]

A SW: 7.6 cycles/byte on Core 2 or 110 Mbyte/s bitslice
[KasperSchwab@®9]

A HW: most compact: 3600 gates
i KATAN: 1054, PRESENT: 1570




AES: security

A cryptanalysis: no attack has been found that ce
exploit this structure (in spite of the algebraic
Nat tfexCokot oi s6021])

A implementation level attack

| cache attack precluded by
or by special hardware sup

| fault attack requires specia

nitsliced implementation
nort

countermeasures



AES-256 security

A Exhaustive key search on AES6 takes Z%encryptions
i 264 10 minutes with $ 5M
i 280 2 year with $ 5M
i 2120: 1 billion years with $ 5B
A [Biryukov-K h o v r a t orelated KeyaitsR on AES256
I require2119 encryptions with 4 related keys,
i data & time complexit!® < 256
A Why does it work? Very lightweight key schedule

Als AES-256 broken? No, only an academic
Aweaknesso that 1 s eas

ANo implications on security of AE$28 for encryption
ADo not use AES56 in a hash function construction



What Is a related key attack?

A Attacker chooseglaintexts andkey difference C
A Attacker getsiphertexts
A Task: find thekey
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Should | worry about a related key attack”

A Very hard in practice (except some old US banking
schemes)

A If you are vulnerable to a related key attack, you are
making very bad implementation mistakes

A This is a very powerful attack
model: if an opponent can
zeroize 96 key bits of his
choice (rather than adding a
value), he can find the key In
a few seconds

plaintextl

round

round

round

round

A If you are worried, hashing
the key Is an easy fix

ciphertextl




What about reducebund versions?
[Biryukov-DunkelmanKeller-Khovratovich

Shamir 0609]
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KASUMI

[DunkelmanKeller-Sh ami r 6 09

A Practical related key attack announced in
December 2009 on the block cipher
KASUMI used in 3GPP

i 4 related keys,? data, 2° bytes of memory, and
232time
A It is not possible to carry out this attack in 3
(as related keys are not available)



Stream ciphers

A historically very important (compact)

I LFSR-based: A5/1, A5/2, ED practical attacks
known

| softwareoriented: RC4 serious weaknesses

I block cipher in CTR or OFB (slower)
Atoday:

I many broken schemes

I exception: SNOW2.0, MUGI

I lack of standards and open solutions
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Open competition for stream ciphers
http://www.ecrypt.eu.org

A run by ECRYPT

I high performance isoftware(32/64bit): 128 bit key
I low-gate counhardwarg< 1000 gates): 80it key
I variants: authenticated encryption

A April 2005: 33 submissions
A many broken in first year
A April 2008: end of competition
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The eSTREAM Portfolio
Apr. 2008 Rev1Sept. 2008

(in alphabetical order)

Software Hardware

HC-128 TFFGSRH

Rabbit Grain vl
Salsa20/12 MICKEY v2
Sosemanuk Trivium

3-10 cycles per byte

1500..3000 gates
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Performance reference data
(Pentium M 170GHz Model 6/9/5)

encryption speed (cycles/byte)

120
100
80
60 key setup (cycles)
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201 30000-
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RC4 HC-128 DES  3-DES  AES 20000+
15000
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RC4 HC- DES 3-DES AES
128
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Cube attackpinur-s h a mi]lr 6 0 8

A Exploits low degree equations in stream cipher

A Can break certain ciphers which could not be broken
before

AéMedia hype

A Trivium:
I key setup can be broken if number of rounds is reduced from 1024
to 735
I attack can probably be further improved
I solution: increase number of rounds to 2048
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MAC algorithms

A EMAC based on AES

A HMAC based on MD5/SHAL
A GMAC

A UMAC

A NIST: 2 standards for authenticated encryption
i CCM: CTR + CBGMAC [NIST SP 80638C]
i GCM: CTR + GMAC [NIST SP 8038C]
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HMAC based on MDx, SHA

AWidely used in SSL/TLS/IPsec

AAttacks not yet dramatic

ANMAC weaker than HMAC

Rounds in f1| Rounds in f2 Data complexity
MDA4 48 48 288 CP & 2>time
MD5 64 33 of 64 2126CP
MD5 64 64 2°1 CP & 29%time (RK)
SHA(-0) 80 80 210°9CP
SHA-1 80 43 of 80 21549CP
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GMAC: polynomial MAC(NIST
SP80@3 8D 607 + 3GSM)

AkeysK,, K, / GF(2!28)
Ainputx: X;, %, . . ., X withx, / GF(2129)

Ag(x) =Ko+ By ' % AK,)
Ain practice: comput&, = AES(n) (CTR mode)

Aproperties:
I fast in software and hardware (support from Intel)

I not very robust w.r.t. nonce reuse, truncation, MAC
verifications, due to reuse &f, (not in 3GSM!)

I versions over GF(p) (e.g. Polyl138%S) seem more robus
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UMAC RFC 4418 (2006)

A keyK, ki, K, .., ks / GF(28?) (1024 bytes)
A inputx: X;, %, . .., %se Withx / GF(23?)
A g(x) = pric(h(x))

A h(x) = ( Ei=1512 (Xoi.1 *+ Koip) mod 22 (%, + k) mod 22 )mod
264

A properties
I software performance:2 cycles/byte
i forgery probability: 1/2°(provable lower bound)

I [HandschukPreneel08]full key recoverywith 240
verification queries
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How to use cryptographic algorithms

A Modes of operation
A Padding and error messages
A Authenticated encryption

A How to encrypt with RSA
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How NOT to use a block cipher:

ECB mode
Pl P2 P3
? block ? block ? block
= cipher - cipher = cipher

! | !

C1l C2 C3




An example plaintext
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Encrypted with AES in ECB and CBC mode
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How to use a block cipher: CBC mode

P1 P2 P3

IV l’ 1 1

619 619
?—> AES | i AES
!

C1 C2 C3

wtfp
!



CBC mode decryption

P1 P2

v l

C1 C2

—>€IB EIB EIB
T—>AEs-1 | ?—>AES'1 | iAEtsl

C3




What If IV IS constant?
P26

Repetition in P results in repetition in ¢:
information leakage need random and secret |V




CBC with incomplete plaintext (1)

Plaintext length 1 byte

In byt
N ){GS \

P1 P2 P3|| 0000..0
\Y l l l
- D D
t 1 [t ! |
= AES = AES = AES

C1l C2 C3



CBC with incomplete plaintext (2)

Plaintext length In

byt\es + 110011001
P1 P2 P3|| 1000..C
I\ I I I
— (D &, &,
$ 1 ER
= AES] AES1 = AES]

C1 C2 C3
+ 1100110011 ] 00030é.



CBC with incomplete plaintext (3)

Plaintext length In

byt\es + 110011001

P1 P2 P3|| 1000..C

A If the first 10 bits of P3 are equal to 1100110011
t hen after the modi fic

A The decryption will then produce an error messag
because the plaintext length field is incorrect

A Conclusion: information on 1 byte of P3 can be
obtained using on average 128 chosen ciphertext

A Protection: random padding or authenticated

encryption .




Modes of Operation

A CTR mode allows for pipelining
| Better area/speed traodf

A authentication: BMAC and CMAC

I E-MAC i1s CBGMAC with extra encryption in last
block

I NIST prefers CMAC (was OMAC)

A authenticated encryption:

I most applications need this primitive (ssh, TLS,
| Psec, &)

| for security against chosen ciphertext this is essel
I NIST solution: GCM (very fast but lacks robustne:
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Authenticated encryption

Inefficient solution: encrypt then MAC
We can do better

Issues: AIAPM ACCM
Aassociated data AXECB  AEAX

Aparallelizable AOCB ACWC
Aon-line AGCM
Apatentfree

Aprovable security
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Example: CCM: CTR + CBAJAC

N || O || Length
- CBC IV
CBC-MAC
CBC-MAC
‘ "result"
T VAR R Nah VR VAR
E%TE%FEQVE%«E%%«E
T]_ T2 P]_ P2 Pn Truncate
Cleartext data Plaintext
covered by MAC
SN || 1 SN || 2 SN || n SN || n+1
Counter L s L o5 L o5 L s
Mode E —p E—Xp === E —p E —pD
Cl CZ Cn Cn+1
Ciphertext

SN = packet sequence number (WEP "IV")
40




PublicKey Cryptology

A new factorization record in January 2010:
/68 bits

A upgrade your RSA024 keys by 2010

Aincreased acceptance of ECC
I example NSA Suite B in USA
I Certicom challenge: ECC2K30: 1 year with
60 KEURO (a large effort is underway)
A progress on pairings leading to more
efficient protocols



Attack on ISO 979 Cor on+6

A History:
I 1SO 97961 (1991) was broken and withdrawn in 2001
I 1SO 97962 was repaired in 2002 after a first attack in 199

A New forgery attack on 9798 that works for very

long RSA moduli (2048 bits)

I anyl160bit hash function: 800% on Amazon cloud
i the specific EMV variant: 45K$

A Not a practical threat to 750 million EMV cards since
the attack requires a large number of chosen texts
(600,000)



Quantum computers?

A exponential parallelism n coupled quantum bits
gy

2" degrees of freedom !

A Shor 1994: perfect for factoring m

A But: can a quantum computer
be built?




If a large quantum computer can
be built...

A All schemes based on factoring (such as RSA) will
be insecure !

A Same for discrete log (ECC)

A Symmetric key sizes: x2 B

A Hash sizes: x1.5 (?)
AAl ternatives: McEIliece,
A So far it seems very hard to match performance of

current systems while keeping the security level
against conventional attacks




Quantum computers

A Size of guantum
computer does not
(yet) matter!

Photon machine gun,
New scientist, Sept. 09
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How to encrypt with RSA?

A Assume that the RSA problem is hard
Aé so a fortiori we a

A How to encrypt with RSA?

I Hint: ensure that the plaintext is mapped to a
randomelement of [0,AL] and then apply the RSA
Encryption Permutation (RSAEP)
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How (not) to encrypt with RSA?

A Non-hybrid schemes
I RSA-PKCS1vl 5 (RSA Laboratories, 1993)
I RSA-OAEP (BellareRogaway, 1994)
I RSA-OAEP+ (Shoup, 2000)
I RSA-SAEP (Johnson et al., 2001)
I RSA-SAEP+ (Boneh, 2001)

A Hybrid schemes

I RSA-KEM (ZhengSeberry, 1992)
A RSA-KEM-DEM (Shoup, 2001)
A RSA-REACT (OkamotePointcheval, 2001)

I RSA-GEM (Coron et al., 2002)

a7




RSA PKCS1vl 5

A Introduced in 1993 in PKCS #1 v1.5

A De factostandard for RSA encryption and
key transport

I Appears in protocols such as TLS, S/MIME, ...
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RSA-PKCS1vl 5Diagram

message

Random
nonzero

padding

A 4

EM

Source:
RSA Labs ? Public Key >




RSA-PKCS1vl 5Cryptanalysis

A Low-exponent RSA when very long messages &
encrypted [ Coppersmit

I large parts of a plaintext is known or similar
messages are encrypted with the same publit
key

AChosen ciphertext att.
I decryption oracle: ciphertext valid or not?
I 1024bit modulus: 1 million decryption queries
A These attacks are precluded by fixes in TLS
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Bl el chenbache

A Goal: decrypt ¢

I choose random, 0 <s<n

fcomput esfmodm = ¢

fask for decryption of
fcomput e smodas mo/

Ab ut mdé does not ha

Aidea: try many random choices for

I If no error message is received, we know that
2B < (msmod n) <3B

i with B = 22k2) (k length in bytes of the mqdulus



RSA-OAEP

A designers: Bellare and Rogaway 1993

A enhancements by Johnson and Matyas in 1
(Afencodi ng parameter

A already widely adopted in standards
i IEEE P1363 draft
i ANSI X9.44 draft
i PKCS #1 v2.0 (PKCS #1 v2.1 draft)
I 1SO 180332 working draft 2000
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Source:
RSA Labs

RSA-OAEPDiagram

DB = pHash 00 ... 01 message
seed
MGF »é}
e} MGF
A 4 A 4
EM

T e




RSA OAEP- security




