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Design flaws are major

Difficult and costly to
fix post facto

PToo costly to fix?

Often made because o
false assumptions

BTrust models =k
PUnderestimate attackers
PNasvetZ
Plgnorance
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LetOs look at design activities

Approaches
PRisk analyses

PThreat modeling

Formal vs. ad hoc
PpSame intent

Find problems before "
Implement them
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LetOs see what the SDLCs offer

Several to choose from

Enough good in each t

consider all

PlLook carefully at each
authorOs perspective

Apply consistently and
measure
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Who are the players?

Microsoft
bSecure Development Lifecycle

POThe Security Development Lifecycle,O Michael Howard and
Lipner, Microsoft Press, ISBN 978-0-7356-2214-2

Cigital
POTouchpointO process

POSoftware Security: Building Security In,O Gary McGraw, Add
Wesley, ISBN 0-321-35670-5

DPhttp://BuildSecurityln.US-CERT.gov

OWASP

BComprehensive Lightweight Application Security Process (CL#
DPhttp://www.owasp.org/index.php/OWASP_CLASP_Project
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SDL: Product Risk Assessment

Analyze the productOs functions and their
OdangerO levels

PUse their sample questionnaire as a startingypoint
Determine the privacy impact
How much effort should be applied?
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SDL: Risk Analysis

This one really comes down to
PThreat modeling

PUsing threat model to aid code review
PUsing threat model to aid testing
PDetermine key success factors and metrics

Guided by
b (Spoofing, Tampering, Repudiation, Info
disclosure, DoS, Elevation)

b (Damage, Reproduciblility, Exploitability,
Affected Users, Discoverability)
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CigitalOs OTouchpointsO

Built by McGraw et al
over time

PPerspective is consulting}:
services

Consists of three pillars
PRisk management
PKnowledge
PTouchpoints
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The Touchpoints
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A risk management framework

Business goals determi

risks .

Risks drive methods o || S

Methods yield
measurement

Measurement drives
decision support

Decision support drives jEreiaam—=
fix/rework and
application quality
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Architectural risk analysis

Build a one page white
board design model

Use hypothesis testing ti
categorize risks

PThreat modeling/Attack
patterns

Rank risks

Tie to business context
Suggest fixes

Repeat
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Architectural risk analysis

Follow a process

Build an overview (one B
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Attack resistance

ldentify general flaws

BNon-compliance

PWhere guidelines are not
followed

Map applicable attack
patterns

ldentify risks In
architecture

Consider known attacks
against similar
technologies
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Attack Ratterns
PPattern language
PDatabase of patterns
PActual flaws from cliemts

Exploit Graphs
PEase mitigation
PDemonstrate attack patk

Secure design




Knowledge: Attack patterns

Attack Pattern Schema
Description @
General Indication .

Indications
bSigns of weakness
PSpecific concrete properties o -
the software
Attack Target
|

DEasily detectable akaThe Jenels
Protection Schemes
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Recipes for exploit
Protection schemes
JNI/DLL SDSI/_




Knowledge: 48 attack patterns

Make the Client Invisible
Target Programs That Write to Privileged OS Resources

Use a User-Supplied Configuration File to Run
Commands That Elevate Privilege

Make Use of Configuration File Search Paths
Direct Access to Executable Files

Embedding Scripts within Scripts

Leverage Executable Code in Nonexecutable Files
Argument Injection

Command Delimiters

Multiple Parsers and Double Escapes
User-Supplied Variable Passed to File System Calls
Postfix NULL Terminator

Postfix, Null Terminate, and Backslash

Relative Path Traversal

Client-Controlled Environment Variables

User-Supplied Global Variables (DEBUG=1, PHP
Globals, and So Forth)

Session ID, Resource ID, and Blind Trust
Analog In-Band Switching Signals (aka OBlue BoxingO)

Attack Pattern Fragment: Manipulating Terminal
Devices
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Simple Script Injection

Embedding Script in,Nonscript Elements
XSS in HTTP Headers

HTTP Query Strings

User-Controlled Filename

Passing Local Filenames to Functions hhat Expect
URL

Meta-characters in E-mail Header

File System Function Injection, Content Based
Client-side Injection, Buffer Overflow

Cause Web Server Misclassification

Alternate Encoding the Leading Ghost\Characters
Using Slashes in Alternate Encoding

Using Escaped Slashes in Alternate Encading
Unicode Encoding

UTF-8 Encoding

URL Encoding

Alternative IP Addresses

Slashes and URL Encoding Combined

Web Logs

Overflow Binary Resource File

Overflow Variables and Tags
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Ambiguity analysis

Consider implications  Apprenticeship mode

of design Use system,
Generate separate technology‘experts
arch. diagrams PWin32 knowledge

Unify understanding BJVM/managed‘code

bUncover ambiguity PLanguage/compiler
Pldentify downstream knowledge

difficulty (traceability)  Previous experience
PUnravel convolution
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WEELQESSEUEWRIE

Consider systemic
HEWR

PCOTS
PFrameworks
PNetwork topology
PPlatform

ldentify services

Map weaknesses to
assumptions
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Experience base

PAssessments of COTS
and platforms

Attack patterns
Other resources
PMailing lists

PProduct documentatio




Enter threat modeling

We seek to enumerate
PWho

PWhat

PHow

Plmpact

PMitigation

Order does not matter
Spreadsheets can help
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Who Is the threat agent?

Who has access?

What are their
motivations?

V
How resourceful are n |
they? / |
How knowledgeable?
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What Is the attack target?

What Is the target of tht
attack?

PFrom high level to low
level

Start with asset
Inventory

PConsider business value
DPTechnical significance
PSecurity dependencies
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How will the attack work?

This Is the biggie

What kinds of attacks
are relevant?

PAvallable tools to
automate

PManual attacks
POutside vs. inside
PAuthenticated vs. not
PRemote vs. local
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What is the impact?

What is the business
Impact of an attack?

PDirect costs
Pindirect costs
PReputation impact
PDown time
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